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Compliance Update

This Independent Compliance Report by Cohasset Associates evaluates Object 
First’s Ootbi (Out-of-the-Box Immutability) appliance and Veeam Backup & 
Replication solutions against key electronic recordkeeping regulations, 
including SEC Rule 17a-4(f) and FINRA Rule 4511(c). The assessment focuses on 
the systems’ abilities to ensure data integrity, provide audit trails, and maintain 
secure, non-rewritable storage. Key findings indicate that both solutions, when 
properly configured, effectively meet compliance requirements vital for 
regulated organizations so that you and your organization can become Simply 
Resilient.

Cohasset’s Final Takeaway

Based on the assessment, the Object First Ootbi Appliance and Veeam 
Backup & Replication software, when properly configured, integrated, 
and maintained, meets the regulatory requirements for data retention 
as mandated in SEC 17a-4(f), CFTC 1.31(c)-(d), and FINRA 4511(c).   

In addition to meeting regulatory requirements for data retention and 
management, Cohasset determined that the Object First + Veeam 
partnership could provide immutable storage using Object Lock in 
Compliance mode, allowing for time-based retention and off-site data 
exports for legal holds.
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How was the assessment conducted?

The evaluation aimed to determine whether Object First and Veeam’s solutions effectively maintain 
electronic records in a non-rewritable, non-erasable format, ensuring data integrity for clients. 

The report provides insights into their capabilities in supporting the compliance objectives of broker-
dealers, commodity futures trading firms, and other regulated entities.



Key findings indicate that both solutions are designed to meet regulatory requirements established by 
SEC 17a-4(f), SEC 18a-6(e), FINRA 4511(c), and CFTC 1.31(c)-(d). These requirements include:



Records must be maintained accurately and authentically, preventing 
unauthorized alterations or deletions. 


 An audit trail is necessary to track all modifications to electronic records, including 
who made the changes, when, and why. 


 Records should be stored in a Write-Once, Read-Many (WORM) format to ensure 
data integrity and prevent tampering.


 Specific retention periods for various records must comply with regulations.


 Records must be readily accessible for regulatory examinations and internal audits. 



Cohasset Associates conducted a thorough assessment, which included a review of the 
configuration settings, technical documentation, and functional testing:



The assessment examined the configuration settings of Object First Ootbi 
Appliance and Veeam Backup & Replication, focusing on retention-related configurations critical 
to data integrity and compliance.


 Cohasset analyzed user and system administrator guides, 
system documentation, and related materials to evaluate the solutions’ capabilities and 
limitations regarding data integrity, audit trails, and WORM storage.


 The testing verified the solutions’ effectiveness in meeting regulatory 
requirements.

Key Findings



Assessment Overview



Data Integrity: 

Audit Trails:

WORM Storage:

Retention Periods:

Accessibility:

Configuration Review: 

Technical Documentation Analysis:

Functional Testing:
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Who is Cohasset?

Cohasset Associates is a leading consulting firm specializing in records management and 
information governance. They provide expert services to regulated organizations globally, 
assisting with compliance to key regulatory frameworks including SEC Rule 17a-4(f), SEC 
18a-6(e), CFTC Rule 1.31(c)-(d), and FINRA Rule 4511(c). Recognized for its profound industry 
insight and extensive experience, Cohasset was contracted by Object First to evaluate the 
compliance of our Out-of-the-Box Immutability (Ootbi) appliance alongside Veeam Backup 
& Replication solutions. This report thoroughly assesses these systems in relation to our 
adherence to essential electronic recordkeeping regulations.

Conclusion 

Cohasset found that the Object First and Veeam solution ensures data integrity through checksums 
and Veeam validation and provides tools for searching, listing, and restoring backups. Asynchronous 
replication to a secondary appliance ensures data redundancy, while audit trails support compliance 
requirements.
Maintaining compliance is always a critical task in data management. While this 
summary gives a holistic overview of Cohasset’s assessments, the full report is available to download 
and read on our website resource library.



Note: This report was generated in November 2024 and reflects the most current information 
available.
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Object First has undergone this independent compliance evaluation 

to ensure adherence to key electronic record-keeping regulations, including 

SEC Rule 17a-4(f) and FINRA Rule 4511(c). To further bolster our commitment 

to security, we recently conducted independent third-party security testing 

with the NCC Group. Interested in learning more about our findings and ongoing 
efforts?

What Comes Next?

Download the White Paper
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