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At least 75% of businesses will encounter one or more ransomware attacks
by 2025, which is seven times more likely to occur than in 2021.1 Data
breach costs in 2021 were the highest they've been in the past 17 years,
averaging roughly $4 million, and 20% of those breaches were caused by
compromised credentials.2
With IT leaders predicting that over 40% of enterprise storage will be
deployed at the edge by 2025 (up from 15% in 2021),3 businesses must
take a closer look at data protection. Veeam is the leading choice for backup
software and the data management layer, but what about the storage layer?
A new, quickly emerging response would be — object storage.
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Shift In The Data
Protection Industry
Critical IT infrastructure is being reimagined —
even as you read this white paper. Changes
in storage platforms and operational models
are pushed, with intensity, by exponential data
growth, ever-changing demands on skills,
requirements to connect and collect
everything, rapid business digitalization and
globalization, as well as the expansion of data
privacy and sovereignty laws.4 Data is now
everywhere and needs to be stored,
processed, analyzed, backed up, and available
close to the point of inception.
Traditional storage arrays racked in a local
server room are an inadequate response
to contemporary scalability and data
protection demands. Notably, data centers
are quickly renouncing their role as data
managers. Rigid appliances gathering digital
dust in HQ data centers are being rapidly
pushed out by newly developing storage
platforms that enable hybrid cloud data flow
at the edge and in public clouds.5 However,
to ensure proper data protection, those
platforms need to be backed up with a
simple, scalable, robust, adaptable, and
performant backup target storage solution.
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Data Protection Trends
Threats From Ransomware
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Ransomware attacks are on the rise — targeting primary
data and, more often than ever, targeting backups.
Multiple co-located backup copies, detection, and
remediation are critical to ensure resilience. 70%
of ransomware attacks target small and mid-size
businesses (SMBs).6 They simply don’t make
the headlines, like the $70 million ransom demand
in the REvil ransomware attack on Kesaya. This has
caused data backups to be elevated from a Director/VP
level challenge to a C-suite and Board of Directors
emergency meeting for businesses of all sizes.

Demand For Simplicity
2021

Every 11 seconds,
a business falls victim
to ransomware.

The digital transformation and “cloudify everything”
movements came with a bevy of new places to store,
manage, and lose control of a business’s data. With
modern IT infrastructure spanning across on-prem,
at the edge, in multiple public clouds, and with
the added mix of traditional and SaaS applications,
there has never been a more difﬁcult time to protect
everything simply and seamlessly. The backup
administrator’s job has become one part investigator
and another part protector, and it’s impossible to keep
up with the continual change and adoption of new tech.

Data Lifecycle Management
Data used to be just a record of what happened, so making sure data was protected was enough. Today, data drives
decisions and influences what happens in the future. Data management is more valuable than ever, and downtime is
unacceptable. Data lifecycle management made handling backups more flexible and brought numerous routes to which
admins could recover, and while it was advantageous, it also increased the overall hardware management complexity.
The growing data footprints need to be protected and cleanly recoverable instantly without breaking the bank
or adding additional layers of complexity.
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Implication For
Veeam Customers
Historically, shopping for backup storage was a balancing act. Customers had to consider whether ease of use and
simplicity were more important than performance. They had to think about how to ransomware-proof their chosen
solution while assessing the risk and overhead of managing the storage layer. And, of course, they had to worry about
whether the solution would ﬁt their budget envelope. The question was always, “What do I sacriﬁce, and how much of it?”
Because data is more critical than ever and needs to be protected and instantly recoverable, organizations cannot
sacriﬁce performance. Because ransomware is so prevalent and detrimental to an organization, the security of a solution
cannot be compromised. IT admins are constantly overburdened, so they do not want to give up the ease of use or
simplicity.7 Of course, budgetary pressures are ever-present, so who today has the luxury of sacriﬁcing affordability?
Today, Veeam customers (and other backup customers alike) are left with no ideal solution for storing their primary
backups. They must sacriﬁce something. The backup storage market is underserved: some solutions have a decent cost
per terabyte but don’t perform well; others have excellent performance but are incredibly complex to deploy and
manage, and the rest sacriﬁce resiliency for simplicity. Cloud providers offer some respite, but the operation can
be tense, and the total cost of ownership (TCO) is unpredictable.8 Suboptimal results are expected.

Example:
Some customers choose an off-the-shelf/white box server plus a JBOD (just a bunch of disks) solution with
a reasonable price/performance ratio, yet, it is far from simple to implement or maintain. Such a conﬁguration
requires a certain level of in-house expertise and manual work to secure, ransomware-proof, and fully
leverage Veeam’s features. If even set up correctly, much work will be needed to maintain its security
on an ongoing basis. This is far from a desired “set it and forget it” solution.

So, what is the implication? Veeam delivers a best-of-breed software-deﬁned data protection solution to its customers
at the data management layer — arguably the best data management and orchestration platform today. Nonetheless,
Veeam has always relied on partners to deliver the hardware storage layer. Veeam customers deserve an equally
best-of-breed storage solution to complement the data management layer. This no-sacriﬁce backup storage solution
should be simple, powerful, and ransomware-proof without sacriﬁcing affordability.
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By 2025, 70% of IT storage engineers will expand their skills and job responsibilities from managing storage
to managing infrastructure stacks and datasets. — Market Guide for Hybrid Cloud Storage, 2021, Gartner
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Cloud providers employ vertically integrated, full stacks consisting of integrated hardware and distributed cloud
services as they seek to own more extensive portions of the hybrid cloud value chain. — Ibid.
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The Future Lies
With Object Storage
What Is Object Storage?
As Gartner puts it, “Object storage refers to a system that houses data in structures called ‘objects’ and serves hosts via
APIs (application programming interfaces) such as Amazon Simple Storage Service (Amazon S3). Conceptually, objects are
similar to ﬁles in that they are composed of content and metadata. Object storage uses a flat namespace, compared with
tree-like structures seen in ﬁle systems.”9 That being said, what is the object storage use-case, and what are the “objects”?
Object storage can store any data; however, its primary focus is on unstructured data. The predominant majority
of modern data is unstructured10: it is information that comes in endless forms. It does not abide by typical data models,
making it complicated to store and manage in a mainstream relational database. Research also reports that
unstructured data grows 30 to 60% year over year.11 Subsequently, object-based storage does have a set of advantages
over ﬁle storage.
The main driver for the rising popularity of object storage continues to be the explosive growth of unstructured data,
which stems from all verticals undergoing digital transformation. Businesses manage larger objects and more signiﬁcant
numbers of objects. Media is captured in higher resolution and for new purposes. More applications and machinegenerated data are used for analytics. Application developers need to consume storage simply.12 Cloud is remotely
hosted and object-based. Object storage satisﬁes these needs and more.

Structured data

9

Nowadays

Unstructured data

Hype Cycle for Storage and Data Protection Technologies, 2021, Gartner

By 2026, large enterprises will triple their unstructured data capacity stored as ﬁle or object storage on-premises,
at the edge or in the public cloud, compared to 2021. — 2022 Strategic Roadmap for Storage, 2022, Gartner
10

11

2022 Strategic Roadmap for Storage, 2022, Gartner

12

Hype Cycle for Storage and Data Protection Technologies, 2021, Gartner

White Paper

5

Potential Beneﬁts
Object-based storage can be especially beneﬁcial for Veeam users. Veeam Backup & Recovery v12 has a new storage
integration for object storage and can write primary backups directly to object-based storage. Object storage is
the future for backup data and, speciﬁcally, for Veeam. If implemented correctly, it can provide numerous beneﬁts:

Immutability

Universality

Secure, resilient, and purpose-built means data is more
isolated and untouchable. With a smaller attack surface
and hardened communication protocols, object storage
is the most modern secure storage on the market.

Seamless on-premises-to-cloud, migration, and copy data
management are transmitted through a secure S3
communication protocol. Integration is painless and
doesn’t require heavy involvement as a ﬁle system would.

Linearity

Scalability

Bugs, quirks, or limitations of a traditional ﬁle system are
absent in object-based architectures. Otherwise, backup ﬁle
chains in ﬁle-based storage would complicate certain
management operations due to incremental ﬁle dependencies.

Choosing, setting up, maintaining, and scaling a JBOD
ﬁle-based system is a highly complicated and faulty
adventure. Object-based systems foresee horizontal
scalability, which never sacriﬁces performance for capacity.

Reliability

Availability

The S3 protocol13 has guaranteed data delivery (unlike SMB
or NFS ), so businesses get end-to-end data reliability.
There is no need to blend several protocols,14 which reduces
performance bottlenecks and security compromises.

3

Different
copies
of data

2

Natively solves many of the availability needs organizations
consider when considering backup storage and the 3-2-1
backup rule. This removes the need for additional software,
hardware, and IT staff to account for that.

Different
media

1

of which
is off site

13
Amazon’s S3 has emerged as the dominant API over vendor-speciﬁc APIs and OpenStack Swift, which is
in precipitous decline. — Hype Cycle for Storage and Data Protection Technologies, 2021, Gartner
14
Storing data as key-value pairs to allow access to objects using custom metadata is best addressed by native
object storage systems instead of ﬁle systems offering an S3 interface. — Critical Capabilities for Distributed File
Systems and Object Storage, 2021, Gartner
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Challenges Of Object Storage For Backup
Remotely-hosted object storage in the cloud is aiding organizations in replacing physical tape media with online, offsite
storage that is easily searchable for compliance and regulatory purposes.15 Apart from this, object storage is often
utilized to discover business insights with the help of various analytics16 applications on the underlying data. Yet, despite
the many advantages object-based storage has, considering its primary nature and the current offers on the market,
there are several challenges to consider:

Maturity
Research expects object storage to catapult into mainstream adoption within 2-5 years.17 While object
storage has experienced rapid adoption by large enterprises and is the de facto choice for cloud storage,
there are no solutions in the market that are optimized for the backup use case yet. While many cloud
vendors work towards hardened immutability for their object storage repositories, few deliver and often
lack the demanded performance.

Optimization
Typical object storage offers are feature-rich and designed for use with multiple applications — with
erasure coding, multi-master replication, and various redundancy nodes. While the cloud vendors may
offer highly available object storage, many on-prem versions are seriously lacking. Current on-premises
options focus on serving large enterprise markets and aren’t optimized for single applications like
backup and restore.

Implementation
Most legacy storage vendors tend to start their object storage journey by bolting S3 protocol on top
of their legacy architecture, only to face massive scalability and reliability challenges and waste even
more time attempting to ﬁx those until ﬁnally realizing that they should have instead designed
a purpose-built object storage architecture from the ground up.
On the other hand, cloud-native vendors build solutions that are optimized for Kubernetes, enterprisescope distributed systems, and multiple clients.
Ones are too new, the others are too old, and both lack the required security and performance to solve
the challenge of on-demand backup and recovery. Bringing object storage to backup requires expertise
and intention.
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Hype Cycle for Storage and Data Protection Technologies, 2021, Gartner

Object storage products are being used for workloads beyond secondary storage use cases such as cloud-native
applications and analytics archives. — Critical Capabilities for Distributed File Systems and Object Storage, 2021, Gartner
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Introducing: Object First
Object First is a backup target storage appliance designed and optimized for Veeam, speciﬁcally for midmarket users with backup storage capacity requirements of up to 1/2 PB. The solution is purpose-built
for Veeam customers based on four principles:

Ransomware resilient right out of the box
Incredibly performant for fast backups and Instant Recovery
Exceptionally easy to deploy, manage, and scale
Super affordable while maximizing the price-performance ratio
Object First is the tandem storage layer for Veeam because of these inherent advantages: scalability,
availability, reliability, security, immutability, and much lower cost for large data volumes.
Object First brings cloud-native object storage back to the data center for mid-market users. The solution has
been created precisely for the backup use case — an organization’s primary backup storage destination —
leveraging the new Veeam Backup & Recovery v12 Smart Object Protocol API.

Data and Apps

Object with
Immutability

Virtual
BACKUP

Backup & Replication v12
Object Storage SDK

Primary Backup Destination

RECOVERY
Backup & Replication

Physical

Apps

125TB Usable Capacity | 1.0GB/s Performance
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5 Reasons Why Object First
Is Best For Veeam
1
2

3
4
5

Built-in Immutability
Today, many vendors see immutability as a feature tacked on after the fact instead of a fundamental piece
of a solution.18 Object First’s built-in out-of-the-box immutability signiﬁcantly reduces the risk of
ransomware encrypting backup data without the need for any in-house expertise or manual work.

Hardened Security
Implementing proper security is akin to a dog chasing its tail. You will only be able to secure what you
already know and can rarely prepare against the unknowns. This leads to IT practitioners leaning into more
complex solutions that slow progress and create more headaches for the teams that have to interface with
them. Security should never get in the way of simplicity. Object First’s factory-hardened Linux operating
system protects data integrity. Again, no need for any in-house expertise or manual work to ensure the
security of the backup storage layer. There’s no need for ﬁle system locks so that restores can be done
during backups.

Horizontal Scalability
Object First can be racked, stacked, and installed in minutes by simply adding another node. Performance,
capacity, and network bandwidth scale linearly with each node — there is no additional management
overhead and no changes necessary on the data management side (Veeam Backup & Recovery). Additionally,
automated load balancing means users do not have to worry about shifting backup jobs to optimize storage
or performance.

Screaming Performance
Developed with the Veeam SDK in mind from the start, Object First provides maximum backup performance,
stellar recovery speed, and supercharged Instant Recovery with the ability to run failed workloads directly
from backups within minutes.

Unbeatable Affordability
Object First eliminates sacriﬁcing performance, availability, or recovery to meet budget constraints.
The unbeatable price-performance ratio provides the performance of top-tier integrated systems at prices
comparable to do-it-yourself solutions. Object First delivers the easiest and most cost-effective backup
storage on the market. The optimized implementation of object storage explicitly built for backup provides
maximum performance without the complexity of large enterprise solutions or the need to pay for any
unnecessary bells and whistles.

18
40% of all enterprises will require storage products to have integrated ransomware defense mechanisms by 2025,
up from 10% in 2021. — 2022 Strategic Roadmap for Storage, 2022, Gartner
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Simple

15

minutes to deploy or scale

Powerful

4.0

gigabytes per second

Ransomware-proof

Affordable

Immutability

Unbeatable

built-in

price/performance ratio

When You Think About Backup,
Think About Object First
Expect more. Don’t settle for solutions that sacriﬁce performance for affordability, simplicity for scalability,
or leave your organization at risk of malicious attacks. Optimize backup storage by implementing
a speciﬁcally tailored solution for data protection with ransomware resiliency, hardened security, and
screaming performance — in a package that is easy to deploy, manage, and scale without breaking the bank.
Object First delivers the best backup storage for Veeam customers on the market. It installs in minutes, scales
seamlessly, and offers built-in immutability. You can rest assured that your data is protected, available, and
recoverable in a snap. Object First reduces time spent on managing backups, maximizes price/performance
ratio, and lets you sleep better at night — knowing you don’t have to keep your backups top of mind.

Contact us
100 Cummings Center, Beverly, MA 01915, USA

info@objectﬁrst.com

Follow us:

